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I

llnan pearynaHrur Ha r<i6epinqra4enru
y FarrraHcbKit pailonnift 4epNanHit (niiicrrconifi) a4lriuicrpaqii

L Heraftni gii na rr,ricqi inqrz4enry

1 : I4en:ru(f ixaqix rd6epsarposrz:
a) Br.r3uarreHurur rrrrry 3afpo3lr (nipyc, cnpo6a necauxqioHoBaHoro

ni4ospinrzfi rpaQir<, npa-anranicm s cr4crerai rorqo);
6) cr<pIzuruor eKparry (sa lroxnzeocri), s6epexenux

[iArBepAxyrou inqrz4eur.

2. Izottnqix ypa)(euorc KoMrroHeHTa:
a) ei4r<nrovenux ri4 rraepexi ni4ospinoro rpi4crporo a6o cepnepa 4rir

uinirr,risynauna rrorur{peHH.{ 3arpo3r4;
6) 6loxynann.f, Aocryny 4o :oeui'ruix pecypcin, xxi uoxy* 6yrn 4xepelov

ATAKI4.

3. @ircaqis AaHr{x:
a) $ii<carlix vacy, IP-a4pecu, noprin, rr'rrxiB Aocryrry., 3 ,KLrMr.r noB'.s3aHa

ni4ospa;
6) s6epeNenux eignoei4nzx Safinin, xypnariin ra nigo:pinax ra'ux Arrs.

lolaJrrrrroro auanisy.

II. Iu$opuyeaun.a rrro.rosux cropi r-l

1. Cnoniuennr nnyrpilrHroi KoMaHAu:
a) iuQopuynaunr r<epieuuq.rna :ra cneqianicrin r<i6ep6eeneKlr fipo 3arpo3y;
6) sa6esneueuux nepe4avi si6pauzx 4orasin ra onr4cy iaqv4eniy.

2. InQopvynaHns cERr-UA 3a KoHraKraMr4, Brz3uaqeHrrrran y pos4ini vI qroro
lhauy:

a) nanpae.neHux o$iqiiinoro noei,4ovneHHrr Ao cERluA 3a rorroMororc
erexr:pounoi notrra a6o vepes ee6cepnic, epaxoryrouz:

- olluc lHrIriAeHTy;
- xapaKrep 3afpo3r4;
- Safinu is si6panrzrvrz 1la:otrMLr

sa6esneqeuHs rgrqo).

3. CuoeirqeuHs MISP-UA:

(Nypuanz, 3pa3Ka urr<ignanoro EporpaMHoro

a) repeAa'ra rexuiqsrzx Aa'rr4x 3arpo3rz (Ioc - Indicators of compromise)
uepes rlJlar$oplry MISP-UA 3 HaAaHHTM ei4noeigurax rerie ra rrorcHeHb nnq ro.rHo'i
rracrz6ircaIrii.

.qocTyfly,

Nypnalin no4ift, rqo



IIL {ii qoao uefirpanisaqii 3arpo3r4

1. AuaJiig 3arpo3rr:
a) cavocriftnnfi auwris a6o s 4onouororo ercneprin r<i6ep6esnei<2, CERFUA,

MISP-UA 3 Br4KoprrcraHnxv cueqiarii3oBaHrzx iucrpyrraen:rin (wireshark, splunk,
iuruilDS/lPS)

2) 3neuno4Neuux:
a) sacrocyeanHil oHoBJIeHnx 6esrerir, nar.{is a6o Br.rAaJreHHr nrxianuszx

Qaftirin;
6) nepeniprca pe3epBHax xouift ra ni4uonnenur crrcreMrl s 6esneqnoro craHv.

(:a neo6xi4uocri).

, IV. 3ano6iNui 3axoArz Ha ruafi6yrue

1. OHoereHHs nonirrlx 6egnexn:
a) nepernr4 icuyro.rux [paBr{Jr Aocr}rry, ruoniropnnr ra o6po6rainqu4enrin;
6) nnpora4Ner*rx 6araropieueBoro 3axricry.

2, llponegeuuq HaBqaHb:
a) rpoBeAe'Hx rpeuirrin 4nr cninpo6i*'*ie s posnisu aBa."HA xi6epsarpor;
6) cnvynrcnanux ri6epinqu4enrin gnx [oKparIeHH, peafyBaHH{.

3, Moniropnnr i ay4urur:
a) enpona4NeH'r pefyrrrpHoro aua.,risy Mepex{eBoro rpasiry ra Bpa3n'Bocrer;
6) rzxoprcranHs SIEM-cucreMr4 AJrr qiro4o6onoro rbriroprrrry

V. .{orcyweHryeaHHr i H[a4eHry

1. lligroroexa AeraJrrHofo sniry, uqo BxJrroqae:
- onuc inqu4enry ra exu.rux 4ifi;
- BIICHOBKA qOAO B[Jrr4By Ha cvcTeMy;
- peKoMeHAaqii An.s sano6iraHHq [oBTopHr{M araKaM.

.2. .{oeegeuna sniry 4o ni4oua xepinuuqrna pafiouHoi 4epxaeHoi (eiftcrxoeoi)
aavinicrpaqii, vnpannir*ia {epNcneq3r'x3r<y y Mrxonai'ncrr<ift o6.nacri,
vnpaaniuux cnyrN6u 6esueKr.r vrpaiuz e M[Konaiscrrifi o6nacri, ynpannirua s
rrr.rraHL qu$pororo po3Br4rKy, qrE(fponux rpancQoprraaqifi i qlrspoeisaqii
Muxorai'ncrr<oi o6naqroi Aepxaeuoi (niftcrnonoi) aarrriuicrpaqii ra cERT-UA.

3. oQoprr.rneuns si.4noei,qaJibHr,rM 3a rci6ep:axr'cr KaprKkr inlpoprrayeauua npo
rci6epinqlrAenr/ni6eparary, sri4rio : HaKa3oM AgMinicrpaqii aepNls"oi ct yx6^
cueqia:rrnoro :n'xsr<y ra 3axvcry iusoplraqii yrpaiirra eil 03.07.2023 J\e 570
BlAnoBtAHo Ao AoAaroKy 6 Mero4r.rvHzx per<oir,ren4aqiii rloAo pearyBauu,
cy6'er<rauz sa6esne.reHHr xi6ep6esner<a Ha pisni nugn no/.iir e ri6epnpocropi
(nynru 6 posairry III).



t

VI. Kouranrlr AJrr eKcrpeHoro pearyBauulr

CERI-UA: cert@cert.gov.ua, incidents@ceft .gov.ua
ftu - 9r: 8:00 - 17:00, llr: 8:00 - 15:45:
+38 (044) 281-88-25
F38 (044) 28 I -88-05

Braxi4ni :ra cn.flTKoei gni (qino4o6ono):
+38 (044) 281-88-01

MISP-UA: uepes ra6iner ynpanninur a6o support@dis.gov.ua

Ha.ramHzr ei44iny qu$ponoro po3Br4rKy,
' qzQponzx rpauc$opvraqifi i qaQponisaqii /

ra opranisaqii 4ixnnrocri rleHrpiB
r.a4ala:ofl a4uiui crp arzBnr{x rro cJryr
pafiounoi eiftctKosoi a4rraiuicrpaqii Maxafilo AAHI{JIIOK


