
AOAaTOK

,qo lIJiaHy pearyBaHHr Ha Ki6epir{rlr4reHrr4
y Bamranclrcift pafionnifi gepNannifi
(nift crronift ) a4Nriuicrpaqii

Kaprrca iurfopruynauHq rpo Ki6epiHrlrAeuT/Ki6epararcy

Ilpwnimxa:
1. lna nosnaueuun nompi6nux eapianmie nidrcpecnumu (o6eecmu, eudinumu ronaopoa) o6pauufi
eapiaum.
2. Hauazamucn aKasqmu.flKo 4oza 6inaute iuQopttaryii, sanoeuueuu eidnoeidui nona.
TLP

RED I AMBER AMBER+
STRICT

GREEN I CLEAR

,{ara ra vac nr.irnienna
ri6epinurzAesry / xi6 ep ar arcu: GMT

hrure (nra:arz

0, ner<plrrzvnlrft (6innil.; l, ulrsrrot il (:enenuft)

He sAanocs Bra:Haqnrr4



Ilocrpax,qaJrlrii cy6'er<r ga6e:neqeHuq Ki6ep6e:nexu
Ioplr4rzvua uasnai

Alpeca:
Eler<rponua a4peca: Holrep reneSouy:
Konrar<rsa oco6a 1

II. I. B.: Enenrpouna a4peca:
lloca4a: Horr.rep rele$ouy:
Kosraxrsa oco6a 2
II. I. B.: Erierrponna a4peca:
floca4a: Horvrep rele(fony:

Cexrop (raly:r) araroBaHoro o6'eKTa

Cei<rop 6e:nenu i
o6opoHr4

Oprauz
4epxa.euoi

BJIAAI{

Opranu rr.ricqeroro

caMoBprayBaHH.s
Eneprerzvnv fi cer<rop

C$epa enercrponrux
i<ol,ryuirariiftnux

nocJryf
IT cer<rop

Tpaucnoprna
farry3B

Oiuaucowrit cerrop

Ili4nplrerr.rcrna ra
opraui:aqii

ni4roei4uoi (f opvrz
sracHocri

3aco6ra Macosoi
iu@opMarrii

Iutiti rpuru.rui
opraui:aqii

Inue (nra:aru;:

.{ouenna soua
UAGOV 

I

Vi<painctxrafi |

aepNaenm 
I

UACOM 
IYrparrcrrlrft |

neaepNannIzft 
|

FGOV
3arcop4ouuufi

AepxaBHufi

FCOM
3axop4onnlrii
HOAepX(aBHr.rt

BiAnoruennq YRpai'Hv Ao xi6epiHurqeHTy/Kideparaxu
Vxpai'ua - o6'exr

ATAKII

Yrpaiua - Vr<paiua - enerraenr rr.rexani:uy

UIAKII
He cTocyeTbct

repuropii Vrcparuu
Inme (erca3arn):

Kareropin ra rlru rci6epinqrrAe'Ty (ni4noni4uo 4o nepe,"iry *ar".o[iii ,a in-iu
xi6epiHqngenrin)

Kod Kame zop in xi6 ep inqud eunty Kod Tun rci6 epinqud euny

01
Ilkignznufi (o6pa:nrznuii) mricr
(Abusive content) 0i Cnau

02
Ilki4nznuft nporpavnuft ro4
(Maliclous Code)

01
3apaxeunr urxiAruerarta

npgrpar'analr sa6esneueunxv (III|I3)
02 Po:noecronNenHs lllll3
03

Kouan4no-ronrpomnr.rft ileurp
(c2)

04 IlkiAlrase niaKrrorrenHt



03
36ip inSopuauii srosr4rzcnr.rKor.r

(Inforniation Gathering)

01 Cr<anyraHHx

02 Cui(firr
03 @irunnr

04
Cnpo6rz nrpyrauHr (Intrusior.
Attempts)

01 !ry96u excn,ryarauii npa:lneocri

02
Cnpo6rz aeropra:auii / exo4y s

cncTeMy

05 Brpyrannr (Intrusion) 01 Korranpoir.reraqir o6nironoro sauucy
02 Korrnp orrreraqi.r cr4creMr.r

06
llopyureuua 4ocrynirocri
(Availability)

01 Ararca Ha ni4ivroey a o6c,ryroeyeauui
02 Ca6orax< / umi4lr.rni 4ii
03 36ifi

07
llopymeitir rlacrnBo creft
iHoopiraarlii (Information Content
Security)

01
Hecanxqiononauuft Aocryn Ao
iu@oprrrardi

02 Hecanrqionosala uo4u$iraqir
08 IIlaxpaficrso (Fraud) 01 Illaxpaftcrxiafi eaftr

09
Bi4olrd npasnunicrr
(Vulnerable)

01 Bpa::rznicrr
03 Her<opemna xoH$irypa4ix

10 Inme (Other) 01 Hegugnaqeuzfi inqr.rAenr:

.{ara ra uac novarrcy

_5r6equuuaenry/ri6epararu :
GMT

IIU nos'qsaHuft qeii (qq) xi6epiHrllueur/ri6eparaxa : nonepe4uiltl?

TAK HI ID uoe'gsaHoro xi6epi uqr,r4erlry/
ri6eparaxu: Heeigorrlo

Koporrlril onuc xi6epinqnAeury/xi6epararcu

Bn.n[s ua (byHrrlioHyraHHq cHcreM/N{epex, cepnictl (nocryru)
Heuae rn-nr.rny n:arali HeMae gnr ey Ha cepeicu (nocnyrr.r;
Miniuanrsrzi nlman na uerprzruvui
cepnicu (noclyrn) Mininalrnuft B[Jrr4B Ha Kpr,rruvui cepnicrz (nocnyru)

3Ha.rHr.rfi nnnlrn na nexpraurvni
cepnicu (uoclyrz) 3naquufi BnJrrrB Ha HeKpr4rz-lri cepnicu (uocnyru)

Brpara 4o cr5'nnocri uerprzrlrvulr x
cepgicig (nocryr) Brpara 4oc:rynuocri rpnru.rnux cepricin (nocnyr)

KiJr,Kicrt cKoMrrpoMeroBau nx cucretr/*lepex ( EOM)
r-ru I lu-)u I lHue (BKa3aTI4): I HeqinnNrn



I

Tun crcounpolreroBaHoi cucrenrr.r/uepexi ra ipyHrqiona.nou
Po6oqi
craHuii

Cepnep(u)
'AoAarrie Cepnep(u) 6as .uauux Be6cepnep(u)

Cepnepu

,4OMEHHI{X

iuen

llouronr.rft
cepBep

Epau4uayep(u)
Mepexcene

o6raanauu.t

Iuure (nxa:aru):

O6'exr ri6epararcr.r

Tltn (rlro4em):

ha's:

Onepaqiilna cr.rcrervra:

,{ara ncrauonnenns OC:
r{acosa goHa:

MepeNeni
HalrarnTyBaHHr :

O6nir<osi sauucfi:'

CVE: CVE. CVE-

Bucnonon:

Tun (uogenr):

Itr,t's:

Onepaqiftna cucrerraa:

,Ilara scrauonrennr OC:
9acoea :oHa:

Mepexceni

HaIa rT)EaHHt:

O6rironi sanucu:

CVE: CVE- ICVE- CVE-
Bucrosor:

Tun (rvro4enL):

hlt's:

Onepaqifina cucre*ra:

Aara ncranosrennr OC:
rlacoea soHa:

Mepex<eni

HaJIarrrTyBaHHt :

O6ninoni ganucu:



a\/F' CVE- CVE- - ICVE-
BrzcHosor:

{u nupiureuo
ni6epinqu4eur/ni6eparary?

tlu uorpi6ua gonoMora CERT-UA?

Tar I Hi Tan Hi
llu nosiaol{,rqrocq rrpo ri6epiuqllgeHr/xi6eparany inrur.rlr ocuonnuu cy6'enrau
sa6$ue.reuns ri6ep6e:nern? "5Lcrlu ca*re?

Tax Hi

Cryrr6a 6esneru
Vrnai rrrr

Miuicrepcrno o6oponrz Yr<paihu
ra lenepanrnnft ura6

36poftuux Cz.ir Vxpaiuu
Posrigy,aanrni opraur.r

Haqiona.,rruuft 6aur
Vrnaisz Haqiowa-lsHa noniuir Vxpainu

HaqioHa.nrnuit roop.4zuaqifi Hlifi
qenrp ri6ep6erneru npu PHBO

Yrcparnu

,{enapraneur
r<i6epnoriiqii

Haqioua.nrnoi noniqii
Vxpalru

Koueurap:

f,lr.r gaJry.raJrrrcq cropouui oprani:aqii Ao nupilrenur ri6epiuqugeHry/Ki6eparaxu?
Tar Hi

Iurrui CERI,
CSIRT, SOC

Annrnipyuri
rOir.rnauii

O6cnyronyrova rcounauix,
inrerparop, npercraBnrrK

BeHAOpa

Inme (exasaru):

KolreHrap:

Pery,rrrar nn"rury

Burir<

[agvx

3narrl
(rounpoueraqix)

CI4CTEMI{

Brpara

QyurcrlioHa-nrnocri
cucrerrr/cepeicin

IHure (ma:aru):

Bia noreuqifinoro snnney Ki6epiHur.rAenTy/4i6epararu Ha Aep)r{aBHoMy pinui nig 3ar.po:rorc

Haqioua:rua 6esneKa
Craricrr

er<onovirra
Haqionalrnufi | -I OyHKqioHyBaHwr Vpr4yIMIAX I

Eesner<a nepcona.nrnux

.qaHr4x fpoMa.qrH
Inure:



Lllrrx / xorraau4a / cepnic / :an:ranonane
sasgannx / rinr<a

MD5 (npurnaa):

MD5 (nplrrna4):


